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A Better Deal for Data is focusing on empowering people to participate in shared governance of
their data, and is about making organizational commitments to data subjects, to data
communities, and for the public good. When data is collected about you, we want to make a set
of promises about how that data will be used which can be easily understood. This research brief
is a shorter version of a full report on data sharing agreements and licenses.

Part of this is having an understanding about how data can be shared with other parties, and what
legal mechanisms are out there that can both enable data sharing as well as protect your rights
around having your data used by others.

For October, we asked the questions: What conditions the environment for sharing data, and what
are some examples of mechanisms for data sharing? More specifically, we explored questions like:
what are the common elements present in data sharing agreements? What licenses are commonly
used to share data? What policies do organizations put in place around sharing information?

We start from a position that sharing data is (mostly) good; the more shared knowledge we have
in the world, the more good can be done through efficient re-use. At the same time, it is important
to protect people’s privacy and ensure that there are safeguards for how, when, why, and to whom
data is being shared. Also: we can’t make things too complicated and impractical, or nobody will
understand if their rights are protected and they are less likely to share at all.

The Open Data Institute (ODI) discusses different types of data as being along a spectrum from
"open” to “closed”, with an understanding that if data is small and/or personal, it is likely to be
more closed, and larger and/or more government data is likely to be more open. When data can
be opened or made public, this is accomplished through a license that grants permission for its
use. To define open data, the ODI as well as the Digital Public Goods Alliance (below), among
many others, adopt the Open Definition, published by the Open Knowledge Foundation:

“Knowledge is open if anyone is free to access, use, modify, and share it — subject, at
most, to measures that preserve provenance and openness.” (Open Knowledge
Foundation, 2015)

The Digital Public Goods Alliance (DPGA), an initiative that supports investment into digital public
goods with a focus on achieving SDGs, maintains a list of licenses for software, data, and content
that they believe to be conformant to the Open Definition, by SPDX identifiers (Digital Public
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Goods Alliance, 2022). One of the minimum requirements to enter a digital asset into the DPGA
registry is licensing with an approved open license. Their standard states:

“For open content collections the use of a Creative Commons license is required. DPGs are
encouraged to use a license that allows for both derivatives and commercial reuse (CC BY
and CC BY-SA), or dedicate content to the public domain (CCO); licenses that do not allow
for commercial reuse (CC BY-NC and CC BY-NC-SA) are also accepted. For open data, an
Open Data Commons approved license is required.” (Digital Public Goods Alliance, n.d.)

Creative Commons is a nonprofit organization that provides a set of simple copyright licenses
that, over the past twenty years, has become a standard for giving permission to share and use
creative works. CC licenses have been used for purposes beyond copyrighted creative content,
and there has been some discussion about the appropriateness of these additional uses of CC
licenses. In particular, it is important to be aware of how and when CC licenses can be used for
both data and databases; often, the data is highly factual and not necessarily covered under
copyright law (e.g. facts/knowledge are not subject to copyright protection in many jurisdictions).

Open Data Commons, created in 2007, has a set of three open licenses for data: the Open Data
Commons Open Database License, aka “Attribution Share-Alike for data/databases”, the Open
Data Commons Attribution License, aka “Attribution for data/databases”, and the Open Data
Commons Public Domain Dedication and License (PDDL), aka “Public Domain for data/databases”
(Open Knowledge Foundation, n.d.-c). Along with the PDDL license, Open Data Commons
provides a set of Community Norms that can be appended. Open Data Commons and Creative
Commons discuss the differences between their licenses, both pointing out that CC licenses are
intended for a broader set of artifacts and only those subject to copyright, while the Open Data
Commons licenses are specific to databases.

Summary table:

CC License ODC License | Open? | Comment

cco PDDL Yes Public domain release; PDDL has optional norms
CCBY ODC-By Yes

CCBY-SA ODbL Yes

CCBY-NC No Commercial use prohibited; problematic for

CC BY-NC-SA researchers

CCBY-NC-ND

CCBY-ND No No derivatives; not useful for researchers

As part of the rapid development of Al technologies, new licenses that attempt to manage some
of the ambiguities arising from complexities in Al's data use have been developed. Three widely
discussed examples include: the Montreal Data License Framework (Benjamin et al, 2019), the
Responsible Al Licenses (RAIL, Contractor et al., 2022), and the Allen Al ImpACT licenses (see e.g.
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Allen Institute for Al, n.d.; Dumas, 2023). The use of data in Al/ML applications has not only
challenged current licensing models because of how differences in the technology and its
application of data isn't covered by previous open licenses, but also stimulated discussion about
whether Al/ML uses should have behavioral use restrictions to prevent harm. The latter is a deeper
question that goes back to the Open Definition, and one that several major organizations are
discussing at present (e.g. the Open Source Initiative, Open Knowledge Foundation, and Creative
Commons).

A different approach is required when dataset access must be restricted, such as when they
contain personal or sensitive information, or if there is other risk of harm which would prevent
release of the dataset. In some cases, (at least) two parties must enter into an agreement, whether
informal or formal, to share the data for use. Recent examples of data sharing policies, principles,
and data sharing agreements("DSAs") include:

Policy: Wellcome Trust Sanger Institute, March 2023: The Wellcome Trust Sanger Institute is a
genomic research institute established in 1936 in the UK. Their Data Sharing Policy document
contains a characteristic set of “practical guidance” for researchers. Both open data and restricted
data are covered, though it is presumed that most data will be released according to the policy.
There are limited exceptions listed that would permit no release of the data, e.g. sensitive studies,
where release of data would risk harm or reidentification of participants. The components of the
policy address the types of data that are under the scope of the policy (e.g. sequencing data,
genomic data) and minimum requirements for furnishing metadata. The policy also addresses risk
assessment for release of summary statistics and the possibility of reidentification, with examples
of low and high-risk data. There is a release timing table based on data type and a section on
anonymization procedures. The policy also requires that all external collaborators should adhere
to this policy.

Model Data Sharing Agreement: Chatham House Model Principles for Public Health, 2017:
Chatham House, (formal name: the Royal Institute of International Affairs), is a UK think tank that
has existed since 1920. In 2017, they published a principles-based report on data sharing in public
health called A Guide to Sharing the Data and Benefits of Public Health Surveillance. Part of this
is a model data sharing agreement. The agreement defines two parties, the data provider and the
data recipient, and states a general purpose of sharing the data to improve public health. The
principles provided include discussion of sharing mechanisms that are compatible with laws,
ethical principles, and authorized by both parties; involve timely sharing and interoperable
formats; have transparent objectives for the sharing; promote cooperation, protect privacy
interests, and are equitable and ensure benefits return to the communities where the data
originated.

The ODI, the UK Information Commissioner’s Office, the Australian Research Data Commons, and
the Contracts for Data Collaboration also have checklists/best practices for data sharing
agreements. There is consensus that a DSA should include who is involved in the sharing, why
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data is being shared, what the data is that will be shared, and involve a set of conditions on the
sharing that take into account both the legal and policy context(s), privacy contexts, and sensitivity
of the data as well as what the data will be used for. Broader compliance with governance,
policy, and legal frameworks should all be a part of the agreement. As a resource for model
agreements, the Contracts for Data Collaboration project, a collaborative effort between NYU's
GovLab (an NYU lab focused on governance research), TReNDS (Thematic Research Network on
Data and Statistics), the University of Washington's Information Risk Research Initiative (in the UW
Applied Physics Laboratory), and the World Economic Forum also includes a library of 43 sample
agreements that can be referenced and searched by question/topic.

Some other recognized frameworks that guide decision-making around data sharing include The
Five Safes Framework, which asks five questions to ensure that safety is prioritized for the data,
projects, people, settings, and outputs; the TRUST Code, which is a global research code of
conduct that talks about involving local communities in data ownership and sharing results; and
a framework called the Data Responsibility Journey that was developed by GovlLab, which
identifies two key components of data sharing to be trust and collaboration.

The full report also reviews some of the available mechanisms for data sharing for both open and
non-open data, which is currently overshadowed by fast-moving discussions of what it means to
be ‘open’ in Al and how to respond to data being used in new Al technologies. | discuss licenses
and data sharing agreements as mechanisms for sharing, in addition to principles and frameworks
for decision-making around how to share data in a way that builds trust, collaboration, and safety.
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